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Abstract—the drastic increase of mobile apps and its direct
impact on the security of user’s device and data cannot be
neglected. Such data nowadays is related to (almost) all life
aspects. Even with the growing awareness to develop more secure
apps, but still existed mobile apps found on app stores cannot be
considered fully benign. This paper is giving a special attention to
Android permissions and how they can be abused by security
attacks. Most rated education apps have been selected to perform
deep permissions analysis and categorization in terms of
protection level and mostly abused ones. Moreover, the apps have
been examined to check if they support advertisements or not.
The results reveal that 80.3% of the apps are requesting
permissions more than what they need and actually used.
Consequently, such over-privileged apps would be exposed to
serious malicious behaviors. The paper discusses possible
solutions to overcome this issue and suggests possible ways to
select the required permissions throughout the app development
process.

Keywords—Andoird; Mobile Apps; Permissions; Security;
Education; protection level.

I. INTRODUCTION

Over the last decade, the usage of mobile devices in our
daily lives has increased, offering added functionality as
personal computers. According to Armando et al. [1] mobile
devices are becoming the main stream for accessing several
critical infrastructures. The number of apps available and
downloaded by smartphone users has increased dramatically
[2-3] and surfing app stores has become an entertainment for a
lot of people. Mobile apps are small piece of software, which
provide functionality to mobile users through accessing
sensitive data (e.g., account, password, financial records,
medical records, GPS, camera, and microphone) and services
located in the cloud (e.g., Google, Facebook, and Twitter).
Apps markets such as Apple’s App Store and Google’s Play
provide easy access to hundreds of thousands of apps. Markets
streamline software marketing, installation, and update—
therein creating low barriers to bringing these apps to market,
and even lower barriers for users to obtain and use them. These
markets fluidity presents security challenges such as coarse
permission systems [4].

Recent reports on smartphones reveal that Android is the
most used operating system (OS) [5] as it is an open source
and it costs less per installation in comparison to Apple’s iOS
[6]. Android security permission policy relies on its security
permission system as well as on the user's sound judgment.
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Regrettably, users have usually no security consciousness and
they do not usually read the required permissions before
installing an application. This is an important area where
security teams can educate users about [7].

The permissions requested by the app and the permissions
required to access the application’s interfaces/data are defined
in its manifest file. Permission assignment—and ultimately the
security policy for the phone—is delegated to the phone’s user.
The user sees a screen that lists the permissions an application
requests, which they can accept or reject. Making sure that
these apps appropriately deal with such great-value sensitive
data is an essential and challenging problem [8].

Android platform is very popular because of the available
comprehensive framework API. This development API offers
mobile apps developers the ability of gaining access to
hardware information, knowing phone state, accessing user’s
data, changing phone settings, etc. The permission model is
impacting how developers develop mobile applications. In
order to write a mobile app, engineers have to determine for
each functionality provided by an API, which permission is
needed and make sure it is the correct permission and work
correctly. They need a proper mechanism to map between API
methods and requisite permissions. Android presently asks
developers to say publicly what permissions an app uses,
however there is no mechanisms to know the exact purpose of
this permission and what kind of sensitive data will be used.

This paper is highlighting the importance of automating the
permissions selection process at early stage of mobile apps
development. Relaying only on users to decide about the
permissions is not an efficient solution. With all current
investments to provide secure apps for mobile users,
unfortunately existed apps at app stores are still suffering from
misused permissions model. To prove that, this study selects
most rated education apps as sample and perform critical
analysis for their permissions. Such analysis gives clear picture
about current status of permissions usage. 71 apps have been
selected. The requested and used permissions by each app are
counted, compared, and analyzed. Apps’ permissions have
been categorized in terms of protection level into normal,
dangerous, signature, signatureORsystem  permissions.
Additionally, mostly abused ones are presented. Apps under
study are examined to check if they are also utilized to support
ads or not. We assume that educational apps should not ask for
more permissions and should be trustworthy. Even though, this
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study found that lots of them abuse the permissions
intentionally or accidentally.

The following sections are organized as follows: section II
presents set of recent related work. Section III proposes the
system model to analyze Android apps permissions.
Experimental results and critical analysis is provided in Section
IV. The discussions and recommendations could be found at
section V. Finally, the paper is concluded and possible future
work is presented.

II. RELATED WORK

As mobile apps popularity has increased, several research
works have been conducted on Android OS security and its
permission system. Enck et al. [9] proposed an approach to
help identifying Android apps that request a suspicious
permission combination using a set of predefined rules. The
authors in [10] studied the relationship between the
permissions requested by popular and free Android apps and
proposed a methodology to improve the expressiveness of app
permissions. There are increasing fears about both buggy and
malicious apps that may steal, destroy, or leak sensitive data.
Modern occurrences of malicious apps found in the Android
Market indicate that smartphones are vulnerable to similar
malware that have long overwhelmed the PC world [2].
Furthermore, some apps may unintentionally compromise
sensitive data.

Relying only on enforcing permissions is not sufficient to
prevent security violations, since these permissions can be
misused, intentionally or unintentionally, to introduce insecure
data flows [11]. Latifa [12] highlighted the issues of security
that can occur due to ease in publishing the application on App
store and associated security threats due to allocation of
permission on mobile phones. The authors’ present
PermisSecure application to create awareness of permission
among users but it was used as analysis to find the permission
among paid and free apps and give a statistical analysis of most
over permission apps.

Rashidi in [13] presented a framework called DroidNet to
install the application without allocating full permissions for a
probation mode and later can be converted it into main mode.
This application works on expert user reviews and peers to see
whether the application is good or not. Expert user seeking is
added as Bayesian model. Moreover, users can themselves
manage the permission or not. Zhauniarovich in [14] presents
the permissions for Android 6.0 where permissions can also be
asked at runtime thus awareness in users is required. Moreover,
the permissions that had to be asked explicitly from users have
been added as default in android 6.0. This paper highlights the
key issues and does not talk about awareness of permission of
applications. Zhang in [15] highlights the issues that dynamic
permission can cause for both android and iOS applications.
These permissions can be used by any attacker to embed the
code in applications or asking permissions from some stated
applications and then exploiting it. FineDroid [16] authors
present an application framework to check for inter application
and intra application permissions. Felt etal [17] statically
examined requested permissions by using a map that maps
permissions to API calls. Nevertheless, it is challenging for

static analysis to conclude if a permission is actually used or
not. Au et al. [18] showed that users usually disregard the
notification and information and accept all requested
permissions.

Felt et. al. [19] proposed Stowaway approach that uses
static analysis to find the used API calls in order to map them
to permissions. Over-permission and under-permission can be
found out by making a comparison between the used
permissions and claimed permissions in the manifest file. Au et
al. [20] proposed PScout that also uses static analysis to the
code of Android apps to structure API calls permission
mappings that provide more information about these
permissions. Pandita et al. [21] and Qu et al. [22] relied on the
natural language processing to analyze the app description to
automatically evaluate if that app description really requires
these permissions.

As can be concluded from the literature, two main
approaches exist to address the permission abuse dilemma. The
first one is allowing the user to control these permissions upon
installation [23]. This approach relies heavily on the awareness
of users for the possible damage of these permissions. The
second one is classifying apps as malicious or not in the
marketplace to alert users while downloading them. This
approach does not address already installed apps. Moreover,
many static analysis tools have been attempted to study the
apps permissions. The following sections present different
model to analyze the permissions and introduce other solutions
to tackle the permission misusing issue. Additionally, enhance
the users' awareness of the importance of approving different
permissions. Also, experience another static analysis service.

ITII. ANDROID APPS PERMISSION ANALYSIS: SYSTEM MODEL

The main issue is that most users assume efficient pre-
screening process for the apps before making them available at
app stores. Moreover, the researchers are usually considering
these apps as benign and include them in their datasets
whenever they want to compare with malware apps and act
accordingly for the purpose of investigation [24-26]. This study
emphasizes the importance of studying the uploaded apps at
different app stores before classifying them as benign. This
paper focus is the permissions usage and its impact on the
security of apps and users’ data. This study is the starting point
to test apps under several categories, observe the permissions
requested by each category and their usage, analyze and
categorize permissions to define the most abused ones by
security attackers. Also, draw conclusions and put
recommendations to develop more secure apps and build
trusted, benign apps databases. This paper aims mainly to
enhance the security awareness of the users and put
recommendations to help mobile apps developers take proper
decisions regarding the permissions to be approved during the
app development process.

Education apps category are studied in this research. Most
71 rated education apps have been collected and their apks
were downloaded through [27]. After that, all these apps have
been tested using AVC UnDroid which is a free online service
of AV-Comparatives [28]. AVC UnDroid provides a static
analysis of Android apps. The reports generated by this tool
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have been analyzed carefully especially in terms of permissions
usage. Fig. 1 shows the system model of the proposed approach
to analyze Android Apps’ permissions.
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Fig. 1. Android Permission Analysis: System Model

IV. EXPERIMENTAL RESULTS AND ANALYSIS

The permissions of each one of the 71 apps have been
counted, studied, and analyzed. Fig. 2 shows the frequency of
System permissions requested by these apps. As can be seen,
the mostly requested permissions are:

e android.permission.INTERNET,

e android.permission.ACCESS NETWORK STATE,

e android.permission.WAKE LOCK,

e android.permission.WRITE EXTERNAL_ STORAGE

with frequencies 70, 65, 45, 40; respectively. The reset as are
shown in Fig 2.

Whereas, the frequency of the used permissions is
illustrated in Fig. 3 which shows significant gap between what
is requested and what is actually used in terms of system
permissions. Detailed statistical analysis in terms of exact
numbers of permissions requested and used by the 71 apps in
addition to the difference between them are given in Table I.
This includes not only the system permissions (listed in Fig 2),
but also Custom permissions which reaches 25% of the total
requested permissions. Custom permissions allow app
developers to define their own permissions.

As can be observed from Table I, non-trivial discrepancy
from what apps are requesting and what they are actually
using. General observations and comparisons are summarized
in Table II. 80.3% of the apps have requested permissions more
than what they have used. Maximum difference in this case is
21; whereas the minimum is 1. On the other hand, 11.2% of
apps have requested less than what they have used with
maximum difference 15 permissions. Only, 8.5% of the apps
have used what they have requested.

Requested Permissions Frequency

android.permission.WRITE_CONTACTS 1
android.permission.WRITE_CALENDAR 1§
android.permission.SET_WALLPAPER 1
android.permission.SEND_DOWNLOAD_COMPLET... &
android.permission.READ_CALL_LOG 1
android.permission.READ_CALENDAR 1
android.permission.PROCESS_OUTGOING_CALLS 1
android.permission. MANAGE_DOCUMENTS 1
android.permission.MANAGE_ACCOUNTS 1
android.permission.GET_TASKS 1
android.permission.DISABLE_KEYGUARD 1
android.permission.CHANGE_WIFI_STATE 1
android.permission.CHANGE_NETWORK_STATE 1
android.permission.CHANGE_CONFIGURATION 1§
android.permission.CHANGE_COMPONENT_ENAB. X
android.permission.CAPTURE_AUDIO_OUTPUT 1
indroid.permission.BIND_ACCESSIBILITY_SERVICE
android.permission.BATTERY_STATS
android.permission.AUTHENTICATE_ACCOUNTS
android.permission. WRITE_SETTINGS
android.permission.RECEIVE_SMS
android.permission.READ_SMS
android.permission.FLASHLIGHT
android.permission.CALL_PHONE
android.permission.SEND_SMS
android.permission.READ_CONTACTS
android.permission.MODIFY_AUDIO_SETTINGS
android.permission.BLUETOOTH
android.permission.USE_CREDENTIALS
android.permission.RECORD_AUDIO
android.permission.CAMERA
android.permission.SYSTEM_ALERT_WINDOW
android.permission.ACCESS_COARSE_LOCATION
android.permission.RECEIVE_BOOT_COMPLETED
android.permission. ACCESS_FINE_LOCATION
android.permission.READ_PHONE_STATE
android.permission.GET_ACCOUNTS
android.permission.READ_EXTERNAL_STORAGE
android.permission.ACCESS_WIFI_STATE
VIBRATE
android.permission.WRITE_EXTERNAL_STORAGE
android.permission. WAKE_LOCK
android.permission.ACCESS_NETWORK_STATE

android.
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Fig. 2. List of requested permissions (System ones) and their frequency

Used Permissions Frequency
android.permission.SYSTEM_ALERT_WINDOW
android.permission.SEND_SMS
android.permission.RECEIVE_BOOT_COMPLETED
android.permission.GET_TASKS
android.permission.GET_ACCOUNTS
android.permission.CHANGE_WIFI_STATE
android.permission.CALL_PHONE
android.permission.READ_EXTERNAL_STORAGE
android.permission.VIBRATE
android.permission.WRITE_CALENDAR
android.permission.WAKE_LOCK
android.permission.READ_CALENDAR
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android.permission.READ_PHONE_STATE  mss
android.permission. ACCESS_WIFI_STATE mms
android.permission.UPDATE_DEVICE_STATS I
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Fig. 3. List of used permissions (System ones) and their frequency
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TABLE IIL REQUESTED/USED PERMSSIONS ANALYSIS

No. Of Min Max %

Apps
Requested Perm > Used Perm 57 1 21 80.3%
Requested Perm < Used Perm 8 1 15 11.2%
Requested Perm = Used Perm 6 0 0 8.5%

Moreover, this study has investigated to what extent
education apps can be utilized for advertising purposes. Table
IIT shows the number of apps support advertisement and their
percentages.

TABLE III. PERCENTAGE OF APPS THAT SUPPORT ADVERTISEMENTS
Ad supported Y%
Yes 19 26.76
No 52 73.24

The potential risk of Android permissions and the
procedures need to be followed in order to grant the requested
permission or not is characterized through a protection level
[29]. Table IV classifies the permissions of the studied
education apps in terms of protection level. As can be seen, the
majority of permissions with percentage 63.77% are normal
permissions. Dangerous permissions come next with 27.17%.
Both Signature and SignatureOrSystem form 9.05% of the total
permissions. This does not mean that security attackers cannot
exploit normal permissions. Table V shows that even normal
permissions (such as android.permission.INTERNET)
are listed under the most abused permissions by malicious
apps. This stresses the point of requesting only the needed
permissions even if they are classified by Android developers
as normal permissions.

TABLE IV. PERMISSIONS CATEGORIZATION AND PERCENTAGE

No. of Yo

Permissions

Protection Level Meaning

Normal Low risk permissions. 338 63.77%
Automatically granted without
the user’s approval at installation
time.

Dangerous High risk permission that gives
access to private user data or
control over the device. May not
granted automatically and needs
user’s approval.

Signature Permission is granted
automatically without explicit 42 7.92%
approval from the user in case of
certificate matching.

SignatureOrSystem Permission is granted only if the
app is in the system image or in 6 1.13%
case of certificate matching.

TABLE L NUMBER OF PERMISSIONS REQUESTED AND USED BY EACH
APP AND THE DIFFERENCE BETWEEN THEM
App. | Req. Used Diff. App. Req. Used Diff.
- Perm. | Perm. RU) - Perm. | Perm. (RU)
1 6 2 4 37 2 5 -3
2 6 0 6 38 2 2 0
3 3 6 -3 39 4 6 2
4 12 0 12 40 15 0 15
5 20 0 20 41 19 0 19
6 1 0 1 42 8 0 8
7 10 0 10 43 5 0 5
8 8 0 8 44 3 3 0
9 10 0 10 45 1 0 1
10 10 0 10 46 20 7 13
11 2 0 2 47 13 0 13
12 8 0 8 48 10 0 10
13 9 0 9 49 4 6 2
14 15 0 15 50 13 11 2
15 13 11 2 51 5 3 2
16 3 0 3 52 2 2 0
17 8 0 8 53 2 6 -4
18 9 0 9 54 8 0 8
19 7 0 7 55 3 0 3
20 6 21 -15 56 8 0 8
21 6 0 6 57 7 0 7
22 7 0 7 58 3 0 3
23 7 0 7 59 11 0 11
24 2 2 0 60 4 0 4
25 2 6 -4 61 7 0 7
26 12 0 12 62 6 0 6
27 1 2 -1 63 3 0 3
28 12 6 6 64 8 0 8
29 3 3 0 65 13 0 13
30 4 0 4 66 5 0 5
31 6 0 6 67 2 0 2
32 8 0 8 68 21 0 21
33 5 0 5 69 7 4 3
34 3 3 0 70 14 0 14
35 23 11 12 71 5 2 3
36 6 2 4

144 27.17%
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TrendMicro [29] has listed twelve most abused Android
apps permissions. The majority of these permissions are also
found in Education apps under study. Table V. shows the
permissions found and how they can be exploited.

TABLE V. MOSTLY ABUSED ANDROID PERMISSIONS FOUND IN THE
EDUCATION APPS.
Permission What it is Used For How it can be Exploited
Name
Network Based Approximates location of Location based attacks or
Location user malwares
GPS Location Gives location through GPS | Location based attacks or
malwares
View Network Checks cellular network Download routine or
state connection malware

View Wi-Fi State

Gives Access to Wi-Fi
network information

Steal Wi-Fi passwords

Retrieve
Running Apps

Finding which apps or
process are running

Kill running applications
or get information about
running apps

Full Internet

Allows Internet connection

Internet access could be

Access used for exploitation or
malwares
Read phone state Allows access to all Steal Information from
and identity information about calls, data

network, IMEI and other
identifying information

Automatically
start at boot

Allows apps to start at boot
time

Run malicious apps at
boot time

Control Vibrator

Allows access to device
vibrator function

Stop vibration to prevent
notification by Malicious
app

Modity/ Delete
SD card contents

Writes on external card

Use the storage
temporally to store stolen
information in order to
distribute them later to
command center

Sends SMS
message

Sends text message

Send messages to
premium numbers which
causes money loss and
also contacting command
center

Interesting observations show that many of the requested

permissions which are included in Table V are not used. This
will expose the app to different security threats for no reason.
For example, android.permission.INTERNET which is
the mostly requested permission, only 33% of the apps have
practically used it. Similar case was found in
android.permission.ACCESS NETWORK STATE.
Moreover, the percentage of usage was even worse in many
other permissions which did not exceed 7% in some of them
such as android.permission.GET ACCOUNTS.

V. DISCUSSIONS AND RECOMMENDATIONS

It is observed from the studied applications that lots of apps
request permissions even though they are not using them.
Khatoon and Corcoran found after their analysis of android
apps that this apparent need for a built-in mechanism that
decides if a particular permission is necessary for that app or
not [5]. This is a clear indication that developers and testers are
not aware of this issue. Thus, a need rises to design a module as
an add-on for any development framework which will assess

these permission requests. It is necessary to have such module
to help in the development of mobile apps. The add-on can add
the request for permission but in case of non-necessary
permission or security critical permission requires developers
to look again to their code and make sure it is necessarily
needed permission. Moreover, developers should be aware that
Android systems could add permissions automatically to the
project manifest due to platform change [30].

The need arises for an integrated solution that keeps track
of permissions and their usage. The solution should make sure
that permissions are being used and there are reasonably
justified. Visualizing permissions will greatly help software
engineers understand and deal with permissions. Intelligence
component can be added to the solution to be the brain of the
solution and learn from experience about the usage of
permissions during mobile apps development. The integrated
development environment (IDE) should have a mechanism to
check if all requested permission are being actually used while
the app is under development. A visualization will also aid
developers to monitor these permissions and their behavior.
This intelligent add-on will solve the issues that arise due to
lack of developer experience or lousy coding practices that can
result in security breaches.

CONCLUSIONS AND FUTURE WORK

The paper uncovers the critical status of permissions usage
of the available apps offered by different app stores. The
proposed system in this paper has been used to deeply analyze
the most rated apps in the education category. The analysis
results reveal that most of the apps are requesting permissions
which are not required but expose the apps and their users to
high possibility of being easily attacked. The main aim of this
study is to enhance the security awareness of the users and put
recommendations to help mobile apps developers to take
proper decisions regarding the required apps permissions
during the development stages. Also, this study is considered
as a starting point to build a truly benign datasets of mobile
apps that could be used for research purposes. The researchers
will be able to reproduce the study and explore more
possibilities in studying apps permissions

As future work, other apps categories will be addressed and
analyzed. Also, metrics other than permissions usage could be
considered to examine the apps from security perspectives.
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